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What to Do if You Lose Your
Phone
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e sure to monitor inancial statements
‘and report the phone a5 missing to law

enforcement.  (Gerty Images)

Losing your phone can be more than an
inconvenience. It can also be a financial

Hmare 1 somtons s 1o s
‘your Bank sccount, digial walles or other
Yot normuion

“Thars why e cructal o act quickly to

before it fals into
the wrong hands Here are seven steps (o
take if you lost your phone:

» Call your phone.

+ Use a “Find My Device" service

* Remotely lock your phone and erase.
sensiive data.

* Change app passwords and log-in
credentiaks

« Contactlaw enforcement

+ File an insurance claim,

« Keep an eye on financial statements.

Call Your Phone

Rt i g ik o
the simplest solutions are the on
often overiooked.

“Call the phone to see if someone picks
up,as the person Geho found i) may be
eafer to retum it 10 you,” says Michael
Nizich, director of the Entreprencurship
‘and Technology tnnovation Center and
‘computer scence faculty member at New
York Insttute o Technology.

Hehat fals,then you may be able o find
ine using the next step.

Use a Find My Device' Service
Assuming you are logged ino your
‘account and have turned on the service,
Joumay b ik o Tk i

Devie esire toocet you e o
oo yout eompute ot anooet devicn
t0track s lacation in one of these ways

Remotely Lock Your phone and
Erase Sensitive Data

Inadditon to helping youbcate your
Phone, Find My Devic services can be
sed o remotely ok your phone, sign

from Verizon, that can perform
similar functions.

“Ifyou dorit have apps to ely on, you ean

‘one,” says Ashley Colette,
‘communications manager with Verizon.

Contact your mobile provider to ask for
‘your account o e disabled and see what
ather security options may be available
through their network.

Change Passwords and Login
Credentials

Staring passwords on your
et g R
easy access 10 all your accounts when
‘your device s stolen.

“Change passwords immediately o al
e hat wold store trancal
most of them these
g Tiortusbar.yber
ader with
Eiersccuity s Opt.That cdes
banking, shopping and email apps.

Email should be the first password yol
change,according to Nizich.Ifa pie
has access (o your email account it may
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Contact Law Enforcement

You should asa report the phone as
missing o law enforcement. Your local
lice

‘phone, but filing a report does create 3
paper trail thatcan be Relpfl i you need.
to fle an insurance c

It can also ensure the phone’s return to

told it e turned into a palce
Samioner ncowredes parof mther
investigation.

File an Insurance Claim

‘Once you have exhausted all svailable
ptions or finding your phane, ifs ime.
0 e an insurance laiz, if you ha
coverage.

roviders have insurance plans
oo b perchaed g e

Fven if you didn' buy a protection plan
from your wireless provider, you may
sill ave coverage for a lost or stolen
b, some crik e e the
‘Wells Fargo Active Cash Card, wi

reimburse customers for aamm o
or involuntarily unrecoverable

Iong a5 you pay your wireless il
the card.

Keep an Eye on Financial
Statements

Even f you actfast, there i & chance that
someane was able o access your
sccounts before you could lock dow

and credi card statements mnnmly pay
closer attention afte losing a phon

“Contact credit cards and banks attached
0 any digital wallt 0 alet them of
potential suspicious actvity” Talbot
Hubbard says.

Some financialinsttutions may pref
cancel cards associated with digital
wealets and issue new ones after  phone
islost even if there are no questionable
charges made. Contact your credit and
S e S
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Steps to Take Before Losing Your
Phone

Of course, its beter 10 svoid losing your

‘phane by doing the ollowing:

« Have a regular place to store it at
home.
» Keep it out of back pockets where it
can eastly fall out or be swiped
e silent mode to turn o at
certain times n your settings.

You can alo take prasciive steps 10

within your phone'ssettings.

Even if your phone s ocked, somet
could accesssensiive accounts i they are

corparate cyber security solutions firm
withsecure.

o one wans 0 lose thelr phane, but by
being proactive and then acting quickly
a can any
financial dar



